
Anti-Counterfeit Protection 
(and more) 

Using a unique, patented, 
Encryption system 

in

https://youtu.be/pQvTCH2AAXM
https://youtu.be/pQvTCH2AAXM


� Every country faces severe counterfeit of products and 
documents 

� The citizens and the governments are subject to financial 
and health damages, which must be solved 

� Counterfeit reaches every aspect of our life: 
� Consumer Products 
 Medicines, Food (also baby food), Cosmetics, Tobacco, Alcohols 

� Documents without a picture 
 Vehicle license, Insurance documents, Tax Invoices, Property Registration 

� Documents with a picture 
 ID, Driving License, Work Permits, Membership cards, Voting Cards 



� Counter-Fight is a technology to encrypt data which 
can be embedded in a 2D-Barcode, see below 

� Encrypted data may also co-exist in an NFC device 
� The encryption contains secure product data 
� The label can be prepared in advance, or printed in the 

packing line 
� Counter-Fight is a ‘Product PROOF-of-DNA’ 
� Counter-Fight enables fast and reliable product 

authentication using the Internet and a Smart-Phone 
(also other devices – see next) 





 Consumer Products 
 Foods & Beverages (Incl. Babies food) 
 Medicines 
 Cosmetics 
 Cigarettes 
 Alcoholic Drinks 
 Electronic Parts 
 Fashion Products 
 Children’s Toys 

 Documents (no picture) 
 Vehicle License 
 Birth Certificate 
 Legal documents 
 Diamonds 

 Identification 
 Tourist Card 
 Identification Cards 
 EMC – Emergency Medical Cards 
 Working Permits 
 Driving Licenses 
 Credit Cards 
 Voting Card 

Birth Certificate 
Protecting Barcode 

Encryption in a nut shell 

Tourist Card 





    As all products are identical, 

Product common data example: 

 Product ID, Usually the 1-D barcode: 

       GTIN - Global Trade Identification Number 

 Production date 
 Batch 
 Expiration 

 

 
A serial number is associated with each package, 

providing a unique product ID 
(The common data + Serial number create a package DNA) 



Scratch to read 
Unreadable 

Unless exposed  







 Serialization 
Marking each package with a unique random set of characters 
For example:       WARH23TZ6B,      H3GTB15UBQ,      36POFT15RZ 
As a result, a huge database is being created and should be maintained 

Offline: Clumsy, slow-response, Frequent Collapses 
Online: All above + Subject to hacking (data manipulation) 
 

 Encryption 
All product data is encrypted, Serial Number included – UNIQUE PACKAGE ID 
The result is embedded in a 2D-Barcode, and printed on the package 

 Chaotic, randomized, process – immune to hacking 
 No database resides on the WEB (Online service) 
 Ultra fast authentication service 
 Hackers-protected (no data to manipulate) 

Counter-Fight, 
the ONLY encryption to fit into a 2D-Barcode 

Traditional encryption systems inflate the data, 
making it impossible to embed in a 2-D Barcode 

 
 



 Important document data is encrypted and 
embedded in a 2D-Barcode 
 Any change in document content will be 
immediately detected 

 



 Identical to documents, with an 
additional picture inclusion and 
protection. 
Any change in text, 
or picture replacement, 
will be immediately detected 

Authentic HOLD !!!– Picture replaced 

Fake 





Contains the essential medical data 
needed for emergency treatment 
Suitable for civil use (medical 
insurance) and military (soldiers tag) 

AUTHENTICATE 



Flat-bed scanners 
WEB cameras 

Smart-phones 
2D-Barcode Readers 
Hand-held terminals 

Recommended authentication software: 

       I-NIGMA 
Free download from Apple’s ‘AppStore’ and Google ‘PLAY’ 



 Fighting Tax evasion - Protecting Tax Invoices 
 ‘TAX STAMPS’ – to detect smuggling and fraud 
 Protecting expensive art-works (precious pictures) 
 Credit cards using holder’s picture, 
   for face-to-face transactions 
 Protecting WEB transactions (QREDIT) 
 Diamonds trade (including WEB transactions) 
 Sophisticated Track&Trace systems with 
extremely reduced database size 

 







Protecting expensive art (pictures, sculptures) 
 

Once an ARTWORK was verified as genuine (an expensive process, by experts) 
A surface scanning technology and Counter-Fight enable detection of any 
attempt to substitute it by a fake one 



Adding holder’s picture to a credit card, adds safety 
in a face-to-face transaction 

Risky With Photo 

Safe Transaction 

QREDIT – WEB TRANSACTIONS 







 Anti-Counterfeit protection 
 Brand protection 
 Expiration date verification 
 Stolen goods are easily detected and traced 
 Grey market detection 
 Product recall – Easy identification by the public 

 Enhanced sales - Lottery to increase sales volumes 

 COUNTER-FIGHT is Track&Trace and WMS READY 
   (WMS = Warehouse Management Systems) 


